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NOi dung

Kién truc cta &ng dung Web
HTTP

URL

HTTP Request

HTTP Response
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Kién truc Web

Web Client

Firefox, Chrome, Edge, ... Web Server
Web crawlers/spiders
Nginx, IIS,
Apache, ...
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Web Browsers
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Mozilla Firefox
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Web Browser

Web Browser %

e GUiyéu cau va nhan ndi dung (ma ngudn
Do Web Server HTML, CSS, JavaScript) trang web tir Web
gui toi. Server.

e Thong dich ma ngubn trang web va trinh

dién két qua trén giao dién nguwdi dung.
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Web Browsers: Chu trinh RPW (Request-Parse-Wait)




Web Server

Web Client HTTP
Ddp tng

Web Server 9

e Nhéan yéu cau ciia Web Client,
chuyén cho App Server

e Nhéan trang web tlr App Server roi
gui cho Web client.
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Web Servers
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Infarmation

SErYICES

Tomcat

ASP, ASP.NET JSP
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Khung nhin bao quat

Ngan xép web

/Tr‘lnh phuc vu web \

@ R
Trinh phuc vu
HTTP

Frontend || ! nt ' i tng dung
HTML nterne

JS Backend
CSS | |
i : \\ PHP, C#, Python

Tang trinh | Tang logic Tang truy cap
' ' nghiép vu |

Bén khach Bén phuc vu
Frontend/Client side Backend/Server side
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Phan loai web

Static content: NOi dung web (HTML, JS, CSS,
media, JSON, XML, ...) dwoc lvu san trén server.
Dynamic content: NOi dung web dugc tao ra khi
cd yéu cau.

CA nhiéu cong nghé web dong nhu PHP, ASP.NET,
JSP, ...
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Web tinh

Raquest
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Response
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Web dong

Request 5

s Response

Generated
YWeb Page
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Hosting &ng dung web

Web Server quan ly tat ca cac &rng dung web

Cac ing dung web cé thé dwoc to chirc theo nhdm rng
dung (Application Pool)

Moi rng dung web st dung mdt hodc nhiéu socket (dia chi
IP:cong) dé giao tiép vdi client (IP-based hosting).

Nhiéu rng dung web cé thé sir dung cung mot socket véi
diéu kién moi rng dung dwoc gan mot tén mién khac
nhau (Name-based hosting).

Tong quat: Moi rng dung web cé thé duoc budc (binding)
nhiéu dinh danh s dung lwgc do6 (scheme, la http hoac
https), dia chi IP, s6 hiéu cong (TCP port) va tén may
(hostname)
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Vi du hosting ‘rng dung web

e |P-based —
— http://danhgianangluc.vhu.edu.vn:86
— http://danhgianangluc.vhu.edu.vn:2015
* Name-based
— http://danhgianangluc.vnu.edu.vn
— http://vitest.vnu.edu.vn
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http://danhgianangluc.vnu.edu.vn/
http://vitest.vnu.edu.vn/

Tai nguyén cua ng dung web
MOt i'ng dung web co cac tai nguyén (tép tai liéu,
kich ban, chwong trinh, ...)
 Web Server

— Application Pool 1

e Application1
— Resource 1
— Resource 2

e Application 2
e Application 3

— Application Pool 2
e Application 4

* Dia chi clia tai nguyén duoc xac dinh bang URL.
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URL: Uniform Resource Locator

e URL hay Dinh vi tai nguyén déng nhat dung dé xac dinh
vi tri (toan cau) cia mot tai nguyén trén Internet

scheme://host:port/path?query_stringttbookmark

* VI du http://uet.vnu.edu.vn:8080/daotao/monhoc.py

I\ e

Cong chay Tén Tan
" ) \ ung dung web, thuw muc | n
Lugc do Pia chi Server mac dinh 13 80 tal nguyen

?mamon=15&hanhdong=xem#%

Chudi truy van , ,
biém danh dau
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Biéu dién m3 phan tram
e URL chi duogc bao gdbm cac ky tu ASCItin
duoc, tirc cd ma tir 0x20 dén 0x7e
 Mudn dwa cac ky tu danh riéng, cac ky tu co
ma nho hon 0x20 hodc I&n hon 0x70 vao URL

(vi du gia tri tham s6 trong chudi truy van),
can biéu dién theo m3a phan tram
o# % & () o+,
%21 %23 %24 %26 %27 %28 %29 %2A %2B %2C %2F %3A

) = f) @ [ ] ! % = - < >
%3B %3D %3F %40 %5B %5D %22 %25% 2D %2E %3C %3E

Lé Pinh Thanh, Bai giang Phat trién (rng dung web.



RESTful URL / URL nglr nghia

URL phi ngr nghia
http://example.com/index.php?page=marketing
http://example.com/products?cat=12&id=25
http://example.com/services.py?cat=Ilegal
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URL ng* nghia
http://example.com/marketing
http://example.com/products/12/25
http://example.com/services/legal




HTTP (HyperText Transfer Protocol)

e HTTP la giao thirc dung dé truyén siéu van
ban

 Khong trang thai: server khong gilr thong tin
vé cac lan yéu cau trudce cla client.

e HTTP Request va HTTP Response...
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HTTP Request

* Client glti yéu cau dén server bang mot théng bao
yéu cau (http request)
* MOt thong bao yéu cadu bao gobm mot s6 dong van
ban
— Dong dau tién |a dong yéu cau(request line) chira ba
thong so:
« Phuwong thirc yéu cau (request method): GET/
HEAD/POST/PUT/DELETE/...

e URI
o Phién ban HTTP dugc sir dung

— Cac dong tiéu dé chira thong tin vé cac ki€u MINE, tap ky
tw dwoc chap nhan, phién ban trinh duyét, hé diéu hanh
sir dung trén client, ...

— Dong trang (chi cé dau két thuc dong)
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HTTP Request — Vi du

POST /sum.py HTTP/1.1

nost: calculator.io

User-Agent: Mozilla/5.0 (Ubuntu; Linux x86_64;
rv:130.0) Gecko/20100101 Firefox/130.0

Accept: text/html,application/json

Accept-Language: en-US,en;q=0.5

Content-Length: 7

Content-Type: application/x-www-form-urlencoded

X=2&y=3
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HTTP method: GET

GET I3 phuong thire hay duoc st dung nhat dé glri yéu cau tu
client dén server nham tai tai nguyén tir server vé.
Khi khdng chi rd yéu cau theo phuong thirc nao thi GET dwoc
st dung
Vai GET,

— Cac cap tham so/gia tri (dir liéu chia nguoi dung) dwoc dua vao

chudi truy van ctua URL
— Khong co body
Vi du: http://uet.vnu.edu.vn/daotao/monhoc.py?’ma=24&action=1
_ Chiéu dai URL c6 gidi han nén sb lugng tham sé 13 han ché
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HTTP method: POST -

e POST la phuong thire khac duoc sir dung dé
glri yéu cau coO chira dit liéu t client dén
server

e V&i POST,

— D liéu duwoc dua vao than HTTP request.
— Khéng gidi han s6 lvgng tham so
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HTTP method: Khac

HEAD: Tuwong tu GET, chi khac la dap &ng ti
server tra vé khong co than

TRACE: Dap (rng tra vé cla server can chira
nguyén ndi dung yéu cau ma server da nhan

OPTIONS: Hoi cac phuong thirc HTTP duoc
server ho tro cho mot tai nguyén cu thé
PUT: Twong tu POST nhung v&i muc dich cap
nhat tai nguyén da cé
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HTTP Request Headers

Accept cho server biét loai ndi dung dwoc chap nhan, nhw

loai anh, dinh dang tai liéu van phong, ...
Accept-Encoding cho server biét loai ma hoa néi dung
dwoc chap nhan.

Authorization dé trinh théng tin xac thwe doi véi cac kiéu

xac thwc HTTP.
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HTTP Request Headers

Cookie dé trinh cookies Ién server.
Host xac dinh hostname xuat hién trong URL.

If-Modified-Since cho biét théi diém cudi trinh duyét nhaan

dwoo tai nguyén. Néu tai nguyén khong thay doi tir thoi

diém doé, server co thé bao cho client s&r dung ban dém
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HTTP Request Headers

If-None-Match xac dinh mét thé thwe thé, server co thé st

dung thé thwe thé dé xac dinh liéu trinh duyét c6 thé dung

ban dém cua tai nguyén hay khéng.

Origin dwoc str dung trong cac Ajax requests nham cho
biét domain cla request

Referer cho biét URL da chuyén dén yéu cau nay
User-Agent cung cap théng tin phia client (HDH, trinh duyét,

phan mém khac, ...)
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HTTP Response

Dt liéu do server gtri vé cho client dwgc dinh dang boi HTTP
Response

Mot HTTP Response bao gém
Dong trang thdi (status line): Giao thirc dwgc dung, ma trang thai va
gia tri trang thai
Pdu ddp wng (response header): Chira chudi cac cap tén/gia tri,
Dong trang
D liéu thuc sw: HTML, JavaScript, CSS, JSON, XML, ...
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HTTP Response — Vi du

HTTP/1.1 200 OK

Date: Sun, 15 Sep 2024 14:38:41 GMT
Server: Apache/2.4.41 (Ubuntu)
Content-Length: 25

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: application/json

{"result":"OK","value":5}
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Ma trang thai

1xx — Thong tin
2xx — Thanh cong

3xx — C

ient dugc chuyén hudng

Axx — Y&u cau cO 10i
5xX — Server co |0i
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HTTP Response Headers

Access-Control-Allow-Origin cho biét cé thé truy cap tai
nguyén bang Ajax request t&r domain khac hay khéng
Cache-Control théng bao cho trinh duyét co lwu dém hay

khong

ETag xac dinh mot thé thuwc thé. Clients co thé dé trinh dinh

danh nay trong cac request sau t¢i cung tai nguyén trong
tiéu dé If-None-Match dé bao cho server biét phién ban cua

tai nguyén trinh duyét dang lwu dém
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HTTP Response Headers

Expires bao cho trinh duyét biét khi ndo ndi dung khéng con

hop le

Location cho biét dia chi chuyén hwéng trinh duyét (ma
trang thai 3xx)

Pragma chtra cac chi dan lwu dém tai trinh duyét (vd. no-

cache).
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HTTP Response Headers

Server cung cap théng tin vé phan mém phia server (HPH,
webserver, cac modules, trinh théng dich, ...)

Set-Cookie yéu cau trinh duyét lwu cookies va g lai tai cac
requests sau

WWW-Authenticate dwoc stir dung trong dap wng véi ma

trang thai 401 dé cung cap chi tiét vé kiéu xac thuc

X-Frame-Options cho biét frame cé dwoc tai ndi dung

response hién tai khéng va tai nhw thé nao
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Tiéu dé cho ca request va response

Connection cho biét bén kia két ndi c6 nén duy tri két noi
TCP khéng sau khi truyén HTTP da hoan thanh
Content-Encoding xac dinh kiéu biéu dién ma ndi dung
Content-Length cho biét dd day theo byte cua than
Content-Type xac dinh kiéu ndi dung chtra trong than
Transfer-Encoding xac dinh biéu dién ma dwoc thwe hién

trén than khi truyén.

Lé Pinh Thanh, Bai giang Phat trién (rng dung web.



K&t ndi lién tuc va dan dng

e HTTP 1/1
* K&t naGi lién tuc (HTTP persistent connection)
« SU dung mot két ndi TCP dé givi va nhan nhiéu
yéu cau/dap ing HTTP
e Tat ca trinh duyét hién dai hd tro
 Dan &ng (pipelining)
« GUi lién tiép nhiéu yéu cau ma khdng phai doi
dap &ng cua cac yéu cau trwde do
« Khong dwoc cac trinh duyét ngay nay ho tro
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MIME Type

* MOi tai nguyén web cé mét MIME type khac nhau
 text/ntml, text/javascript, text/css, image/gif,
Image/jpeg, image/png, audio/mp3,
video/mp4, text/xml, text/json, text/plain, ...
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Proxy Server / Forward Proxy

Internet
Tang toéc do truy cap
Giam chi phi thué mang
Chan cac trang web khéng dwgc phép
Ché&n phan mém doc hai

Che dau IP cuia cac may trong co’ quan R\ ntemet
router

Vi du Proxy server
Squid

WinGate Switch .
Zi Proxy - Firoval
Polipo

Apache, IIS

Internal network
(10.1.1.1/24)
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Reverse Proxy

Reverse proxy
server routes

User makes Proxy server replaces
to correct server

request Source IP with its own IP

Source IP =
Source IP = Source IP = 192.146.118.254

192.146.118.20 192.146.118.254
Get Web page

Get Web page Get Web page
from 123.0rg from 123.o0rg from Web

server 1

-

g
Web server 1

-

I -
rﬂ > Internet —0 ¥ —

n."i-(ﬁ ~ -’" -f“
- Proxy server Reverse proxy
IP=192.146.118.20 |p =192.146.118.254 server 123.org

Chan céc tAn cong nham vao server va trng dung
Phat hién va ngan chan tan cong DOS

Che gidu céac 16 hdng an ninh cla server va &ng dung
CA4c tiéu dé mang thong tin vé server

Trang web |5i

Cobng cu

Nginx, F5 Big-IP, Varnish
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e
Web server 2

g
Web server 3




API va CGl

* Webserver khong bién/phién dich va thuwc thi chuvong
trinh tao web dong ma giao trach nhiém doé cho cac trinh
bién/phién dich tro gilp
Néu trinh bién/phién dich la mdt module cia web server
thi giao tiép gilra web server va trinh bién/phién dich
dwoc thuwe hién thong qua API

— Vidu Apache va mod _php, mod_python, mod_perl
Néu trinh bién/phién dich khong dwoc chira trong web
server thi giao tiép gitta web server va trinh bién/phién
dich dwoc thuc hién qua Giao dién cdng chung (CGI —
Common Gateway Interface)

— Vi du Apache va ActivePerl
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Cac khai niém

NOi dung web (web content): Tai liéu HTML, JavaScript, CSS,
media, JSON, PDF, ...

Tai nguyén web (web resource): Tép, tién trinh, ... cé thé tao
noi dung web

Trang web (webpage): MOt tai liéu HTML cung cac tai nguyén
khac nhu hinh anh, 4m thanh, ... dugc né tham chiéu

Ung dung web (web application): Ung dung tao ra cac trang
web

Website: Nhdm cdac trang web duoc két ndi véi nhau va cung
mang théng tin vé mot chu dé
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Cac khai niém

* Trinh khach web (web client): Ung dung tiéu
thu/str dung/khai thac n6i dung web
Trinh duyét web (web browser): Web client
hién thi ndi dung web trén giao dién nguoi
dung va cho phép nguoi dung twong tac trén
giao dién

e Add-on/plugin/extension: Thanh phan phan
mém lam tang cac kha nang cua trinh duyét
nhu chay video, applet, quét virus, ngan chan
quang cao, ...
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Cac khai niém

Trinh phuc vu web (web server): Ung dung cung cap cac
trang web cho web client

Trinh phuc vu &ng dung (application server): Ung dung phia
sau web server cé nhiém vu cung cadp moi truong thuece thi
cho &rng dung web

Mat trudce (frontend), bén khach (client side): La phan
nguwoi dung nhin thay va tuwong tac trén trinh duyét. Pugc
viét bang HTML, JavaScript va CSS, chay trén trinh duyét.
Mat sau (backend), bén phuc vu (server side): La phan
nguwdi dung khéng nhin thay, dwoc viét bang PHP, C#,
Python, ..., chay trén app server, cung cap ndi dung cho
frontend.
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Cac khai niém

 Siéu van ban (hypertext): Tap doi tuwgng (van
ban, hinh anh, am thanh, chuvong trinh, ...) cé
thé duwoc tao lién két logic (con goi la siéu lién
két (hyperlink)) dén nhau.
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Poc thém

RFC 9110: HTTP Semantics
RFC 9112: HTTP/1.1
RFC 9114: HTTP/3
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https://datatracker.ietf.org/doc/html/rfc9110
https://datatracker.ietf.org/doc/html/rfc9112
https://datatracker.ietf.org/doc/html/rfc9114

Tiép theo

Quan tri *ng dung web
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